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Properties of IPv6 and Their Implications for Offense & Defense
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#whoami

o

o

o www.ernw.de

o
o https://insinuator.net/2017/10/troopers-for-students/
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Agenda

o

o

o
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Common Objectives from a
Network Security Perspective

o

o

o
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Keep It Simple & Small

o

o

o 

o
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Entia non sunt multiplicanda praeter 
necessitatem.

More things should not be used 
than are necessary.
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Occam‘s Razor 
Phrased by a Networking Guy

o



8

Avoid Complexity
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Complexity (I)

o
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Complexity (II)

o

o
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Complexity (III)

o

o

o
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Why the “Understanding“ Part is Crucial

o

o

o

o

o

o
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IPv6 – Interactions

o

o

o

o

o

o

o

o
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(Minimize) State

o

o

o

o

o

o

o
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IPv6 Properties
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Now Let’s Have a Look 
at IPv6’s Technical Properties

o

o
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Different Generations of IPv6 Stacks

Neighbor 
Discovery

RFC 1970 RFC 2410

…
RFC 6980

Address
Selection

Generation

of IID

Etc.

RFC 3484 RFC 6724

EUI-64 Privacy Extensions RFCs 7217 and 8064 

◀ RFC XXX ◀ RFC XXX ◀ RFC XXX

RFC 4861

…

…

…

draft-linkova-6man-
default-addr-
selection-update
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Focus on Four of Them

o

o

o

o
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Multicast Instead of Broadcast

o

o

o

o

o

o

o
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Security Implications of Multicast

o

o

o

o

o

o

o https://insinuator.net/tag/mld/
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https://www.its.fh-muenster.de/doc/Security_Implications_of_MLD_in_IPv6_Networks.pdf
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Multiple Address Types & Addresses

o

o

o

o

LLA

GUA

ULA
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Multiple Address Types / Problems

o

o

o

o

o

o

o
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While We’re at It:

https://insinuator.net/2015/01/should-ipv6-packets-with-source-address-1-be-processed-when-
received-on-an-external-interface/

https://insinuator.net/2015/01/should-ipv6-packets-with-source-address-1-be-processed-when-received-on-an-external-interface/
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Parameter Provisioning
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What’s a Router?

o

o

o

o
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What’s a Router, in IPv6?

o

o
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RA Provisioning

#29

o

o

o

o

o

o

o

Type: 134 (RA)
Code: 0
Checksum: 0xff78 [correct]
Cur hop limit: 64
∞ Flags: 0x84

1… …. = Managed (M flag)
.0.. …. = Not other (O flag)
..0. …. = Not Home (H flag)
…0 1… = Router pref: High

Router lifetime: (s)1800
Reachable time: (ms) 3600000
Retrans timer: (ms) 1000
ICMPv6 Option 3 (Prefix Info)
Prefix length: 64
∞ Flags: 0x80

1… …. = On link (L Bit)
.1.. …. = No Auto (A Bit)

Prefix: 2001:0db8:4646:1234::/64RA

© ERNW GmbH | Carl-Bosch-Str. 4 | D-69115 Heidelberg 
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IPv6’s Trust Model
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Security Problems of “Elections”

https://media.blackhat.com/bh-eu-10/presentations/Mende_Rey/BlackHat-EU-2010-Mende-Rey-Cisco-Wlansec-slides.pdf

https://media.blackhat.com/bh-eu-10/presentations/Mende_Rey/BlackHat-EU-2010-Mende-Rey-Cisco-Wlansec-slides.pdf
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Do It Like Jim
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But Can‘t We just Filter the Bad Stuff?
There‘s RA Guard et al., right?

o

o

o

o

o

o
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From some Recent Testing
https://insinuator.net/2017/03/testing-rfc-6980-implementations-with-chiron/
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Extension Headers / Protocol Design

o

o

o

o

o
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Implications of an Extensible Protocol

o

o

o 

o

o
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What an IPv6 Datagrams Looks Like…

#
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Problem

o

o

o

o

o

IPv6 = f(v,w,x,y,z)
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Extensible Protocols 
Might Need This
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Once Upon a Time…

o

o

o

o
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There Was a Time …
… when Postel’s law was considered beneficial.

o

o

o

o
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Some Things Have Changed 
since the 80s
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Security Problems Due to EHs

o

o

o

o

o

o

o

o

o
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Conclusions 

o

o

o

o

o

o



45

There’s never enough time…

THANK YOU… ...for yours!

@Enno_Insinuator

erey@ernw.de

https://www.ernw.de/
https://www.insinuator.net/
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Why I Think so Many Things in IETF 6man 
Go in the Wrong Direction
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Sources

o

http://www.freepik.com/
http://www.flaticon.com/

