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Quick Rant on How Things Work @ 

IETF
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Common Objectives of
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Parameters to Be Provisioned
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Relevant Other IPv6 Properties of $OS (I)
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RFC 6939
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http://www.insinuator.net/2015/02/is-rfc-6939-support-finally-here-checking-the-implementation-of-the-client-link-layer-address-option-in-dhcpv6/
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Relevant Other IPv6 Properties of $OS (II)
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Sample of OS Properties 

I Recently Looked At (Win Srv

2016)
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How Can You Find Out?
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IPv6 Security Testing
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Recent Lab Testing (Srv 2016) –

Main Phases and Baseline Attack
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o chiron_local_link.py eth0 -ra

-pr 2001 1:db8:10:50:: -pr-length 64 -mtu 1400 

-s fe80::3aea:a7ff:fe85:c926
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Relevant Results Part 1 (Sample)
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Relevant Results Part 2
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Relevant Results Part 3
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Four Possible Approaches 

in Enterprise Space
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Fully Static Configuration
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Fully Static Configuration
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Fully Static Configuration

o

o

o

o

o



23

“Hybrid” with Static Address but 

Default Route via RA
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“Hybrid” with Static Address but 

Default Route via RA
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“Hybrid” with Static Address but 
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“Hybrid” with Static Address but 
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Stable Addresses [RFC 7217] 

with Dynamic DNS Updates
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Stable Addresses [RFC 7217] 
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Stable Addresses [RFC 7217] 

with Dynamic DNS Updates

o

o

o

o

o

o



30

Stable Addresses [RFC 7217] and 
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DHCPv6 with Reservations
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Thank you for your Attention!

https://www.ernw.de/
https://www.insinuator.net/
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