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« Grundlagen & Terminologie
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Voice-over-I1P ;':
— 7

Der Transport von ,packetierten’ Telefonverbindungen

Uber IP-Netzwerke. Meist (aber nicht nur) Audio-
Daten.

Kann innerhalb von abgeschlossenen Netzeinheiten
stattfinden

(=> dann spricht man oft von VolP) oder

Uber das Internet (=> Terminus ist hier ublicherweise
IP Telephony)

VoIP ist kein Protokoll.

Eher ein Sammelbegriff flr verschiedene
Technologien.

"
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Bestandteile typischer VolP-Szenarios zoE':NW

e Protokolle (Transport, Signalisierung, Management/Infrastruktur)
« Komponenten (dedizierte VolP-Devices, Kopplungs-Gerate)

« Verbindungen (6ffentliche, nicht-6ffentliche Strecken)
 Endgerate (Hardphones, Softphones, Legacy Devices)

» User (,Faktor Mensch’)
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Protokolle zo:':NW

e Transport (von Nutzdaten):
Real-Time Transport Protocol [RTP, RFC 1889]
+ ggf. RTP Control Protocol [RTCP]

« Signalisierung (Location of Users, Session Setup & Negotiation etc.):
- H.323 [Urheber: ITU]
- Session Initiation Protocol [SIP, RFC 2543/3261]
- Skinny/SCCP [Cisco-propietar]

« Management/Infrastruktur [DNS, SNMP et.al.]
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Zusammenwirken der Protokolle j:':lz\'w

Legacy PBX
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Beispiel H.323 EFLL\'W
P —F

IP Network

H.225 (Q.931) Setu

ACF
H.225 (Q 931) Alert and Connect

LCF
RRQ/RCFI | | RRQ/RCF
H245

ARQ
—
'/GatewayA T

Phone A Phone B
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Beispiel SIP
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Alice’s PC
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atlanta.com
Proxy Server
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Proxy Server
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Bob’s SIP Phone
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A

180 Ringing F7

A
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200 OK F11
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200 OK F9

ACK F12
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RTP Media Stream
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BYE F13
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200 OK F14

Y
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Beispiel Skinny EEFLL\'W

Cisco

CallManager
E.164 Lookup ,
‘ S o
H.323/MGCP
Gateway
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Komponenten :':
P —

e Dedizierte VolP-Devices, e.qg.
H.323 Gatekeeper, Multipoint Controller
SIP Proxy, Redirector
Voice-Mail Server
TRIP Location Server

« Kopplungskomponenten zu anderen Netzen, z.B.
GGSN/SGSN zu GPRS/UMTS-Netzen

* Infrastruktur-Komponenten (etwa Backbone Router)
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Endgerate zo:':NW

 Hardphones: dedizierte Telefone mit VolP-Fahigkeiten, etwa
Cisco 7960.

o Softphones: Software-Applikationen, die auf PCs laufen und
VolP-Funktionalitat zur Verfligung stellen.

 Legacy Devices: traditionelle Telefon-/Fax-Gerate, die Gber
geeignete Schnittstellen (etwa Cisco NM-2V+VIC-2FXS) in

VolP-Netze integriert werden.
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e Sicherheitsziele

)
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Sicherheltsziele 0 e e

o Verfugbarkeit

e Vertraulichkeit
e Integritat (?)

e Authentizitat
 Non-Repudiation

« Einhaltung gesetzlicher Bestimmungen
- Datenschutz
- Lawful Interception
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Unterschiedliche Fokussierung der Sicherheitsziele 1@;5?'}!%

 Enduser:
Vertraulichkeit (das ,,emotionale Moment")

e Organisation:
Verfugbarkeit, Vertraulichkeit, Datenschutz

o Carrier/Dienst-Anbieter:
Non-Repudiation (Abrechnungs-Betrug!), Lawful Interception,
,Kundenbindung durch Vertrauen®
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e Threats & Vulnerabilities
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Main) Thr ERNVY
(Main) eats —o

e Abhoren von Verbindungen/Sniffing
- durch Angreifer
- ,Lawful* ( & Anwalte, Journalisten, Beratungsinstitutionen)

e Denial-of-Service

« Kompromittierung von Komponenten
=> Abhoren
=> Umleiten

e Spoofing

=> Verlust der Authentizitat (Telefon-Banking)
=> Abrechnungsbetrug
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Vulnerabilities ERNW
—F

Auf Protokoll-Ebene:

e Implementierungs-Schwéachen (?)
* (Hochgradig) Dynamische Kommunikationsbeziehungen
 Fehlende immanente Sicherheitsfeatures (?)

Auf Komponenten-Ebene:

» Unsichere Default-Konfigurationen
« Design without security in mind, insbesondere an Kopplungskomponenten
« Seiteneffekte von VolP Security-Problemen auf ,Nicht-VolP Devices'

Auf Endgerate-Ebene:

« Unsichere Default-Konfigurationen
e (Zu) wenig Sicherheits-Features

 Malicious Code ?
7\
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Vulnerabilities, Protokoll-Ebene jEF'NW

* Implementierungs-Schwéachen:
Seit den Analysen der Oulu University Secure Programming Group [1] zu
SIP und H.323 kaum mehr vorhanden.

 (Hochgradig) Dynamische Kommunikationsbeziehungen:
Signalisierung und Transport werden durch unterschiedliche Protokolle gere-
gelt. Dabei werden die von RTP verwendeten Ports im Rahmen der Signali-
sierung dynamisch (innerhalb einer grossen Port-Range) ausgehandelt.
=> Regelung/Kontrolle durch Paketfilter schwierig.

 Fehlende immanente Sicherheitsfeatures (?):
die meisten Protokolle weisen (inzwischen) Sicherheits-Mechanismen
(SIP/TLS) oder sichere Varianten (SRTP, RFC 3711) auf.
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Vulnerabilities, Protokoll-Probleme (SCCP) 0 e

sco Security Advisory: Yulnerability in Cisco 105 Embedded Call Processing Solutions - Microsoft Internek E

File Edit Wew Favorites Iools)je'qr

=10l

[/
I

QeBxk - O - ¥ A |{ Search '-Favori% o Media £ | - &5 (W] v’_;:()

Address I@:] http:,l',l'www.cisco.comIWublicI?U?Icisco—s 00501 19-ikscme, shkml

N> K= |Links > &y

hittp fhanane cisco cormen T Siproductsiswrfroiceswpsdd 2 Sindes: hiral

Ilore information on Cisco's Survivable Remote Site Telephorny (SEST) can be found here:

hittp fhanane cisco cormien T Siproductsiswrfroiceswps 2 1 60index: hiral

jE

RBouterfshow telephony-service
telephony-service is not enabled

& device that has ITS or CIME enabled will show something siralar to:

Louterfshow telephony-service
CONFIG (Version=3.0)

Cisco CallManager Express

ip source-address 19EZ.16%8.1.1 port Z000
max-ephones

max-dn 2

nmax-conferences 5

max-redirect L

time-format 12

date-format mm-dd-yy

keepaliwe 30

timeout interdigitc 10

timeout busy 10

timeout ringing 120

edit DN through Web: disabled.

Tlore indormation dhout Clsco's 105 Telephony service (11 5] and Cisco Callllanager Fxpress (CIVIE) can e found fere:

ITS, CWIE and SEST are features that allow a Cisco dewice ranning [0S to control IP Phones using the Skinny Call Control Protocol (SCCF). SCCF is the Cisco Calllvlanager native signaling J

Certain malfogtned packets sent to the SCCP port onan 103 device configured for ITS, CME or SRET Ypay cause the target desvicy to reload. This issue i docurmented in Cisco bug ID C5Cee(2584,

The following corarnands can be used to deterroine if [TS or CIE are rarming, & desice that does not have [TS or CME enabled will displasr:

[

; tﬂ ﬁ | | '@ Discussions nat available on hktp: . cisco. comf

| = | Discussions ™ | | %

=
9

h |£j Done

’_ l_ ’_ | Trusted sites v

=
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Vulnerabilities, Protokoll-Probleme (H'323)j =NV

/4 SecurityFocus HOME ¥ulns discussion: Microsoft Windows H.323 Remote Buffer Overflow Yul - Microsoft Internet Explo i ]
File Edit Wew Favorites Tools Help

| &
QBack ~ £ - [¥] (2] o ' Gearch - Favaorites @' Media {‘!| v B ﬂ "ﬁ!fb

Address I@'] http: | i, securityfocus. cornfbidf 101 11 fdiscussion/

B> = |Links »

| AboutUs | Advertise | Contact

& -

My Account | Sign In

< > SecurityFocus ™

Entire Site Go

Remove Security Defects

hreat Yulnerability Tool ulnerability Mana
2 find : t 7

: SecurityFocus
Threat and In HTML
Newsletter

["Subscribe!

= Mulnerabilities = Library “Calendar ~Tools = Service Vendors ° Security Jobs * Product Search XML

VULNERABILITIES FREE Webinar on

Penetration
Microsoft Windows H.323 Remote Buffer Overflow Vulnerability Testing

info discussion | exploit solution credit help

The Microsoft Windows H.323 protocol implementation is prone to a remote buffer overflow,
Successful exploitation could allow for execution of arbitrary code,

This vulnerability could only be exploited if an H.222 application such as MetMeeting were
running on the system.

Disclaimer | About The Yulnerability Database

For additions or corrections please email yuldb@securityfocus.corm

| x | Discussions ™ | | % t; ﬁ | | ﬂDiscussions nok available on htkp: e, securityFocus, comy

L?)]
n [&] Done ’_ ’_ ’_ | Trusted sites v
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Dynamische Ports, Beispiel H.323 (1):2
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PSTM

Calling Party

H.225
{TCP Port 1720)

H.245 (Cynamic
TCP Ports)

Media (UDP)

I
$

!

Gatekeeper

Capalyilities E sclanps
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Chpetary Ll Chaniel Ackn oededgs
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Dynamische Ports, Beispiel H.323 (Z)ZOEWRE,,NWMmbH

value RasMessage = registrationRequest

{
requestSeqgium 3923

protocolldentifier {008 225002 }
discoveryComplete FALSE
callSignalAddress

{

H

rasfAddress

{
ipAddress
{ "//
ip ‘BDF52B03'H
port 54338

b
¥

terminalTypea

{
me FALSE
undefinedNode FALSE

¥
gatekeeperdentifier {'BxI-GK"}

endpointVendor

141.245.43.3:54338

IP Address:Port embedded in
H.323 signaling

N
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Vulnerabilities, Komponenten-Ebene ——o s wwico

« Unsichere Default-Konfigurationen, z.B.:
- Cisco Call Manager auf MS IIS mit unzureichenden Berechtigungen
- Cisco Call Manager mit Auto Registration per default enabled.

« Design without security in mind, insbesondere an
Kopplungskomponenten
=> Kinderkrankheiten’, die nicht mehr auftreten durften.

o Seiteneffekte von VolP Security-Problemen auf ,Nicht-VolP Devices'

O
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Vulnerabillities, (neue) Komponenten
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Cisco Security Procedures

Cisco Security Advisory: Default SNMP Community Strings in Cisco IP/¥C Products - Microsoft Internet Explore o ] 4
File Edit Wiew Favaorites Tools Help | j'}'
QBack ~ )~ (] [2] .|, Search '.-FW{P | - #ﬂ"—;:b
Address I@:l http:,l',l'www.cisco.com,l'warp,l'public,l'?D?(ﬁisco-sa-2005l32DZ-ipvc.s krnl j a Go |Links > @ -
_me.tmu :I

Revision History

Summary

rk Marageraent Protocol (SHIP) comraunity Z5 are present in
to the wulnershle deviceg and knows the coranunity strings, can obtain fotal control of the device.

Cigeo strongly recorromends that all users deploy the mitigation reasures onflineddn the = d section.

This adwisory is available at httpfaene cisco cotnbrarp/pub e T0 7 eiseo-sa- 2005020 2-iprve. shival.

Affected Products
Vulnerahle Producis
The following products are knonen to ke slnershle:

= Cisco IPYVC-3510-MCTT

= Cisco IPVC-3520-GW-2B

«  Cisco [PYC-3520-0W-4B

= Cizco [PVC-3520-GW-2V

« Cisco IPVC-3520-CGW-4V

«  Cisco [PYC-3520-GW-2B2V
= Cisco IPYVC-3525-GW-1P

= Cisco IPVC-3530-VTA

Producis Confirmed Not YVulnerahle

Eea]PVC Videoconferencing System rmodels 3510, 3520, 3525 and 3530, Any user who has access

The following products are knoam not to be snilnerable: ;I
| * | Discussions ™ | ) % t; g | | ﬂDiscussions nat available on htkps e, cisco, comy (7))}
[&] Done ’_l_l_ | Trusted sites v
|
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Vulnerabilities, Kopplungskomponenten-——o s e

File Edit Yiew Favorites Tools Help

=10l

[/
I

QBack ~ &3 - [¢] [2] | ) Search -7 Favoribes o Media 42 - im ,_;,:(5

Address I@j http: v, atstake com/fresearchfadvisories2003/a031 303-2. txt

<

| B e |Links ®

Seourity Advisory

Adwvisory Wame: MNokia SGEN
Peleasze Dage: 0371372003
Application: T SN (DXZ00 Based Network Element)
Platform: DHZ0O0
Severity: An attacker is able to read ENMP options with any
community string
Author: 0Ollie Whitehouse [ollie@atstake.com]
Vendor 2tatus: Vendor has remowed support for this protocol
CYE Candidate: CWE Candidate mamber applied for
Peference: www._atstake.comfresearch/adwvisories/Z003/a031302-2 txt

(PHZ00 Based Network Element) ESNMP issue

Overvien:

Nokia's (http://finmr nokia. com) SGEN (Serving GPRE support
noded is the platform which exists between the legacy GEM network
and the new IP core of the GPRE network. This enables operators to
deploy high speed data access over the top of their GSIN network with
minimal upgrades to their B&Cs (Base Station Controllers), thus
making the transition from a Z.0G to a Z.5G network.

Due to its poszition in the network (i.e. between the BF network and
the IP network) the EGEN will hawve interfaces on the 257 signaling
network and the IP core network as well as comnections to the BSCs.
For this reason, the ZGSN can be considered a key part of the
infrastructure of any mobile operator looking to deploy GPBES.

A valnerability exists in the
Irotocol) daemon of the DXHZ0O0 hBAszed network elemeypt that allows an
attacker to read ENMP options wWith ANY community gtring.

functionality to legacy networks should hawve their functionality
verified in terms of impact okn security before deployment in a
production environment .

This is a good example of why s which introduce IP I I
-n

Proof of Concept:

[

b4

Discussions ™ | B % tg ﬁ | | _@ Discussions nok available on htkpe ffwe, atstake .com)

WA

’_ I_ ’_ |4 Tnternet

h‘ [&] pore
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Vulnerablilities, Seiteneffekte

—RNWWV

)

Enno Rey Netzwerke GmbH
Cisco Security Advisory: Yulnerabilities in H.323 Message Processing [Producks & Services] - C - Microsofl - |EI|5|
File Edit Wew Favorites Tools Help | ;?
Qebxk - O - ¥ & | - Search “Favarites @' Media 42 | T i
Address I@j http: v, cisco, comy'en/US) praducts/products_security _advisory19156a00801 eal 56, shtml j ﬂ Go |Links el '@ -
=

To determine ifyour Cisco 103 device is processing H.323 traffic and is possibly vulnerable, it is necessary to understand the
three different ways that Cisco 105 software processes H.323 traffic.

1. H.323 Endpoints

Thizincludes H.323 Gateway, H.323 Gatekbsper, and H.323 Gatekeeper with Proxy, as well as releases that may run the
H.323 process by default without being confjgured. Please continue with the following steps to determine ifyour device is

Fram the enable prampt, run the show process cpu command and look for a process called CCGH323_CT. In later versions
of Cisco 105 software, you can execute the show process cpu | include CCH323.

Douterf show process cpu | include CCH2232
112 Mwe E0F3IESEQ Z35112 232401 123220072/24000 0 CCH3Z3_CT

Note: Only images with a "PLUS" feature set (such as IP PLU TTERFRISE PLUSY supportvaice and will have
CCH323_CT process running. In 12.0, the "PLUS" feature sét has the CCH323_CT process running by default on the 2
and 3600 platforms. Staring in 121, the process will ran by defaglt it you have a voice card or dsp card inserted.

[iln}

. Ifyou seethe a process called CCH323_CT, vour router is affected. Please consult the 05 tahle to determine which
¥ersion is appropriate foryour device. Ifyou cannot immediately upgrade, the following workarounds may wark far you
o Ifyou are notusing H.323 within your network, an inbhound access listto block TCP port 1720 will protect your
router, hut itis recommended thatyou upgrade as soon as is feasible.
o Ifyou are using H.323, then you can configure an access listto restrict TGP port 1720 traffic to known, trusted
IP addresses. Again, upgrading as soon as is feasible is recommended.

. Ifyou do not see the CCH323_CT process, you may still be vulnerahle. Some configurations of H.323 Gatekeeper are
vulnerable. Affected configurations are those gatekeepers configured for H.323 Proxy. To check to see ifyou are
configured as a gatekeeper, check your configuration for the line "proxy h323" in the global configuration. Ifyou hawve
"nroxy h323" configured, then you are vulnerahle.

o Ifyou are notusing Gk proxy functionality, you can disahle proxy functionality by doing the following
configuration.
Note: This will drap all calls being managed by the gatekeeper. Perform this anly when you can safely stop
gatekeeper functionality.

J - . P R |

.

s

| x | Discussions ™ | _AJ % t; ﬁ | | _@Discussions nok available on http: e, cisco,comf

Q)

[&] Done ’_ ’_ ’_ | Trusted sites
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 Angriffsmethoden
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Angriffsmethoden ij'NW

e Sniffing:
Da RTP per default unverschlisselt Gbertragt, kann ein Angreifer mit
Zugriff auf den Netzwerk-Verkehr (Ublicherweise im lokalen Netz per
ARP-Spoofing) VolP-Sitzungen abhoren.
Bekannte Tools: Vomit (*NIX), Cain & Abel (Windows), Ethereal.

o Call-Hijacking/MITM

* Denial-of-Service:
Gegen Protokolle (meist SIP), Komponenten oder Endgerate.

* Angriffe gegen Endgerate/-Management:
Aufgrund fehlender Sicherheits-Features (etwa fehlender Authentifi-
zierung), schlechter Default-Konfiguration (e.g. aktiviertem Telnet-
Zugang) oder mangelhafter Management-Strukturen (Konfig per

TFTP etc.). Siehe etwa [4] gegen altere Cisco 7960-Modelle.
N
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Angriffsmethoden, DoS gegen SIP (aus [3]) jEFlNVy

SIP:carol@biloxy.com

SIP UA [C] Location
- Service
=
DNS Server sip.biloxy.com
N SIP Proxy

B
f

l . :;"""4..-"'
2. Store
Respond

5+6. DNS Query 7% i 9+10. Query & ‘
138

i _ 8. 100 Trying _ - :
] 13. 180 Ringing L EW: INYITE ”ﬁl
L1 1. Register SIP Registrar
SIP Proxy 12. 180 Ringing
sip.atlanta.com
3 INVIT 4.100 Trying ]I- |
- 14. 180 Ringing =
]IEE SIP UA [B]
The CANCEL needs to “hit” Bob’s SIP SIP:bob@biloxy.com
SIP UA [A] Phone before it sends the 200 OK. This is a
SIP:alice@atlanta.comg=~ Denial-of-Service on Bob

/ © ERNW GmbH, Maalstrasse 28, D-69123 Heidelberg

7




Enno Rey Netzwerke GmbH

Angriffsmethoden, DoS gegen SIP (aus [3]) — QE':”\'VV

When a fake BYE will be sent to one of the participants in a dialog, that

participant will generate a 200 OK reply. To avoid detection the BYE SIP:carol@biloxy.com
will be sent simultaneously to both participants, and the 200 OK SIP UA [C]
responses, although generated for a different message will not be Location Service
suspected (Sequence of both BYE will be the same) BYE (B->A) il- | -
s =l |
sip.biloxy.com
P Y BYE (A->B)
SIP Proxy
FW: 200 OK ey FW: 20 OK
.I_.|v|-‘.4i.-'¢' {/__’— .||| | l §A ||ﬁ||
l—l FW: 200 OK |
SIP Proxy 200 0K il =" SIP Registrar
sip.atlanta.com -

SIP UA [B]
SIP:bob@biloxy.com

FW: 200 OK

1

$ = The malicious party will send the BYE request not through the SIP
SIP UA [A] Proxies but direct to the dialog participants. This to avoid cases in
L which a stateful proxy might take action for the BYE SIP request.

SIP:alice@atlanta.com
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« Gegenmassnahmen

O
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Gegenmassnahmen ERNW

j Enno Rey Netzwerke GmbH

Die Klassiker*:

e Segmentierung
e Authentifizierung
e Verschllsselung

e Sicheres Management

O
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Segmentierung zo:':NW

« Datenverkehr und VolP/IP Telephony MUSSEN logisch getrennt werden
[(Voice) VLANs, MPLS et.al.]. Dies ist aber meist aus QoS/TE-Grinden
schon gegeben.

« Daten- & Telefonie-Devices MUSSEN in unterschiedlichen Segmenten sein,
mit wohldefinierten Kommunikationsbeziehungen zwischen den Segmenten.

 Beim Einsatz von Firewalls SOLLTEN diese ausreichend intelligent sein, um
Kommunikations-Beziehungen (Signalisierung/Transport, Multipoint-
Verbindungen etc.) zu verstehen. Ein Beispiel fir eine gute Implementierung
ist die Check Point Firewall-1.

* Auch die Verweigerung von Gratuitous ARPs (Ignore GARP), wie sie Cisco-
Telefone praktizieren, ist eine Segmentierungs-Massnahme.

« Segmentation/Isolation + Defense-in-Depth rule...

)

/ © ERNW GmbH, Maalstrasse 28, D-69123 Heidelberg




Authentifizierung jEF'NW

« Es MUSSEN in allen Szenarien geeignete Authentifizierungs-
Mechanismen implementiert sein.

 Endgerate anhand von MAC-Adressen und/oder Zertifikaten.
« Komponenten (e.g. Call Manager) anhand von Zertifikaten.

* User-Authentifizierung SOLLTE moglichst eindeutig sein (etwa Hotel-
WLAN nur mit KK etc.). Ggf. sind hier auch Vorgaben im Rahmen der
Lawful Interception zu beachten.

» Authentifizierung & Nachvollziehbarkeit/Revisions-Anforderungen
sind unmittelbar miteinander verkntpft.

e Clients are malicious...

)
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Verschllsselung zo:':NW

e SRTP ist inzwischen ,Produktions-reif.
» |Psec ist oft nicht geeignet.

« Geeignete Protokolle I6sen meist auch noch andere Anforderungen
(Authentizitat, Anti MITM, Anti Replay).

* Vielfach sind Revisions-Anforderungen nur durch Verschlisselung
erfullbar.

O
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SRTP
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CC

M

PT

seguence number

timestamp

synchronization source (SSRC) identifier

contributing sources (CCRC) identifiers

RTP extension (optional)

RTP payload

SRTP MKI -- 0 bytes for voice

Authentication tag -- 4 bytes for voice

Encrypted portion
T

N

Authenticated portion

<
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Sicheres Management, Infrastrukturzo@fﬁe'm}!ﬂ

 Qut-of-Band
e Stark authentifiziert
e VerschllUsselt

 Zum Management zahlt etwa auch die Verteilung von (signierten)
Images an Endgerate.
=> Change and Configuration Management

o Unterstltzt durch Segmentierung & Filterung.
* Monitoring & Intrusion Detection.
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Zusammenfassung zo:':NW

* VoIP/IP Telephony basiert auf verschiedensten Protokollen/Kompo-
nenten/Faktoren. Mit unterschiedlichen Sicherheits-Anforderungen
und ,Reifegraden’.

* Es ergeben sich eine Reihe (altbekannter) Threats, aber ,neuer’
Vulnerabilities.

 Dem korrekten Design der Umgebungen und ihrer
Kommunikationsbeziehungen kommt eine hohe Bedeutung zu.

* VoIP/IP Telephony Implementierungen kdnnen mit aktueller
Technologie durchaus sicher gestaltet werden.
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Fragen?

N
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Danke fur lhre Aufmerksamkeuit!

N
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