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| Who we are 0(—)/ ERNW

A Old-school network security guys from

A Germany based ERNW GmbH
A Independent
A Deep technical knowledge
A Structured (assessment) approach
A Business reasonable recommendations
A We understand corporate

A Blog: www.insinuator.net

A Conference: www.troopers.de
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| Some unordered preliminary notes o-(®) ERNW |
d providing security.

A This talk assumes you already have some knowledge as
for the way IPv6 works.
AUnfortunately, we wonét have the
A All discussions of $TECH will happen from a security point of view.

AThis talk has an ﬁent@prise

AAs opposed to a ficonsum er spec
Or the one of a smartphone,

a car, a smart meter or a fridge...
A Large organizations might have very different needs wrt IPv6.

A Last but not least, for the record: whenever we use terms
| 1 ke Nnsysadminin or nsecurity
designate female persons or male ones.

3
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| Agenda 0(—)/ ERNW |

A Right now: the big illusion.
AARWe do not yet

A Very soon: some challenges
waiting for you. A
APl anning for Af ™= pygq.

AAndt hen: | i fe
A More security challenges...

©2007
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| IPV6 basic security assumptions Oc_f ERNW |

AARThe local network is_"=ustwc

A Ha Hal / -

AAnd: whatoés Al ocal o any "’
Al f there are threats, we car

AEver heard of fAoperational over he

AfREver ybodylPsed(ltlhaitsies why wedv

AWel,IPseci s a success stoyxy in itsel!/
A Unfortunately this has lead to a number of debatable protocol decisions.
A OSPFv3 without MD5 (or SHA-x f or that matter) is é c
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| Strong misconception as for IPv6 oC—)/ ERNW |

nl Pv 6 | -defimed wel |

‘@
" set of completed st ’2

Altds not !
A Still big debates as for major fundamental elements.

ALots of RFCs, both fAstandard
and IETF drafts floating around.

A Vendors may implement fundamental stuff quite differently
A E.g. how to get host part of address.

€.
its
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| The bi | | | usi1 on o-
g (d

NW o

providing security.

A O rly’? Connection-specific DNS Suffix .: c.hospitality.swisscom.com
Link-local IPv6 Address . . ...: fe80::f1e7:4925:ball:4bec%10
IPv4 Address. ..........:192.168.48.120
SubnetMask ...........:255.255.252.0
Default Gateway . ........:192.168.48.1
Connection-specific DNS Suffix .:
A Link-local IPv6 Address . . .. .: fe80::ac3f:4615:1db2:2988%17

Verbindung mit Vodafonede UMTS IPv4 Address. ..........:2.204.240.146
([T Subnet Mask ...........:255.255.255.252
Default Gateway . ........:2.204.240.145

Tunnel adapter 6TO4 Adapter:

Connection-specific DNS Suffix .:
IPv6 Address. .. ..:2002:2cc:f092::2cc:f092
Default Gateway . . : 2002:c058:6301::c058:6301
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tracert -6 ipv6.google.com

Tracing route to ipv6.l.google.com [2a00:1450:8004::93]
over a maximum of 30 hops:

1 52ms 69ms 59ms 2002:c058:6301::1

2 72ms 59ms 49ms gige-g2-6.corel.fral.he.net
[2001:470:0:150::1]

3 56ms 69ms 59 ms de-cix1l0.net.google.com

[2001:718::3b41:0:1]
7



I The big il 1l usion l:sg/ ERAIW O

A Transition technologies present in all current $WIN_OS.
A Somehowi mpl ement fAtheir owst apk
A Implications not fully understood in many environments.

ATheymay be responsible for a |
t hreatn.
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' ~(®) ERNW |
d providing security.

Dual-Stack &
Tunnel/Transition
Technologies




| Dual-Stack Mode

o-(®) ERNW |

of

providing security.

A Dual-stack mode (sometimes: DSM) just means: a node

has both | Pv4 and |

AWhere fipresento might
Al Pv4d enabled and | Pve6e dd

Al Pv4d enabled and HRARwWEK O a

A IPv4 enabled and IPv6 fully active in parallel.

Both are used for Nnrespe

A Often DSM can be found together

wlith tunnel t e Cemr—

<<<<<

A DSM might be susceptible to
Nt he | atent t hr
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Pv 6

NDr es e
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| The latent threat oc_f ERNW |

A Term designates all types of threats that arise of DSM, in

particular if sysadmins( or | SOs) donodot e\
IS somehow present.

AAl'l Windows OS since Win Vista ha
Al't might happen that | Pv6é get

A E.g. when client connects to hotspot with Wifi device emitting RAs.

Al Pve packets might (then) not
security scrutinyo as | Pv4 pe
A E.g. (disabled) split tunneling of Cisco VPN client only applies to IPv4.

11
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The 30 sec version:
How to address the latent threat OC} S

A Always assume that IPv6 is present on boxes.

A Control its behavior by

A Either providing full-blown, well-defined IPv6 connectivity for all hosts.
A Unrealistic in the short term.

A Or disabling explicitly IPv6 (or parts of it, like tunnel techs) on all
managed hosts.
A In Windows world this usually can be done by one registry key (A doable w/ GPOSs).

A Try to monitor if application installation magically enables IPv6 (or parts).
A E.g. MS Meeting Space & its successors.

12
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| DisabledComponents RegKey 0& ERNW

to disable certain Internet Protocol version 6 (IPv6) components in Windows Vista, Windows - Windows Internet Explorer

~ . - o
iy lﬁ http://support. microsoft.com kb3 L] E’) (| X 7, How to disable certain Internet ... | l

To disable certain IPv6 components yourself, follow these steps:

1. Click Start @ , type regedit in the Start Search box, and then click regedit.exe in the Programs list.

2. Inthe User Account Control dialog box, click Continue.

3. In Registry Editor, locate and then click the following registry subkey:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip6\Parameters)\

4. Double-click DisabledComponents to modify the DisabledComponents entry.

Note If the DisabledComponents entry is unavailable, you must create it. To do this, follow these steps:
a. In the Edit menu, point to New, and then click DWORD (32-bit) Value.
b. Type DisabledComponents, and then press ENTER.
c. Double-click DisabledComponents.
5. Type any one of the following values to configure the IPv6 protocol, and then click OK:
a. Type 0 to enable all IPv6 components.

Note The value "0" is the default setting.
b. Type Oxffffffff to disable all IPv6 components, except the IPv6 loopback interface. This value alsc configures
Windows Vista to use Internet Protocol version 4 (IPv4) instead of IPv6 in prefix policies.

ne Ox20 to e |Pva |Instead g “vE 1N prefix po =
Type 0x10 to disable native IPv6 interfaces.
Type 0x01 to disable all tunnel IPv6 interfaces.

Type Ox11 to disable all IPv6 interfaces except for the IPv6 loopback interface.

14

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de



File Action View Help

H=| 7

Can be done by (3 party) GPO as well

[http://www.expta.com/2009/02/how-to-configure-ipv6-using-group.html]

of

o-(® ) ERNW

providing security.

=[ Local Computer Palicy
4 & Computer Configuration
» [ Software Settings
> [ Windows Settings
« [ Administrative Templates
ontrol Panel

etwork

> 3 Ce
4 [N
Background Intelligent Tra
1 BranchCache
1 DNS Client
1 IPv6 Configuration
1 Lanman Server
| Link-Layer Topology Discc
1 Microsoft Peer-to-Peer Ne
1 Network Connections
1 Network Connectivity Stat
Offline Files
1 QoS Packet Scheduler
SNMP
| SSL Configuration Settings
| TCPIP Settings
| Windows Connect Now
| Printers
] System
~1 Windows Components
2 All Settings
4 4% User Configuration
» [ Software Settings
» [ Windows Settings
» [ Administrative Templates

<

| IPv6 Configuration
IPvé Configuration Policy

Edit policy sefting

Requirements:
At least Windows Vista

Description:

This policy configures IPvé on
network interfaces. By default,
Windows 7, Windows Server
2008 and Windows Vista
enable and use IPv6 as the
default protocol.

If you enable this policy, you
can specify how Windows uses
IPv6. To fully disable IPvE
functionality, select "Disable all
IPv6 components,” Other
settings disable IPv6 on
specific interfaces.

Nate: You cannot disable IPve
on the loopback adapter.

If you disable this policy, IPvG
will be fully enabled on the
computer,

If you do not configure this
policy, IPvE settings will not be
configured or enforced and
the computer will continue to
use its current configuration.
Read the note about
preferences below.

Setting

“  |[m@IPv6 Configuration Policy

State Comment

Not configured No

p
A IPv6 Configuration Policy

B 1Pvé Configuration Policy

) Not Configured ~ Comment:

© Disabled
Supported on:

Options:

At least Windows Vista

Help:

IPv6 Configuration

[Disable all IPvé componenits. ']
Enable all IPv6 components (default)

Disable 6to4

Disable ISATAP

Disable Tereda

Disable Teredo and 6to4

Disable all tunnel interfaces

Disable all LAN and PPP interfaces
Disable all LAN, PPP and tunnel interfaces
Prefer IPv4 over IPv6

This policy configures IPv6 on network interfaces. By
default, Windows 7, Windows Server 2008 and
Windows Vista enable and use IPv6 as the default
protocol,

If you enable this policy, you can specify how Windows
uses IPv6, To fully disable IPvE functionality, select
"Disable all IPv6 components.” Other settings disable
IPvB on specific interfaces.

Note: You cannot disable IPv6 on the loopback
adapter.

If you disable this policy, IPve will be fully enabled on
the computer.

r‘Ij:):‘tended /( Standard/

1 setting(s)
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[ ok |[ cancel |[ Apply |
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| Be aware o(®) ERNW |
d providing security.

A Microsoft strongly recommends against disabling IPv6 and

somehow threatens Ayouol | | 0 S
A Personally | see no reason to disable at least some tunneling prots.
And | 6ve not experienced any prokt

A Most cautious approach: deactivate tunnel interf. with netsh commands.

A See also:
A http://blogs.technet.com/b/netro/archive/2010/11/24/arguments-against-disabling-ipv6.aspx

AFunnily enoughée
A Windows Update does not work over IPv6 as of April 2011.

16
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| A further note on dual-stack hosts oC—)/ ERNW |

A When both active, usually IPv6 is preferred over IPv4.
A Typical behavior goes like

A Dual-stack host performs DNS request for www.example.com
A DNS reply might contain A and AAAA records
A If AAAA record was provided client takes IPv6

A But the behavior might heavily depend on the application
Aé with all the consequences this

17
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| Tunnels & Transition Tools, Variants Oc_>’ ERNW |

A Static / configured tunnels
A See also RFC 4213

A Automatic Tunnels
A 6tod
A ISATAP
A Teredo

A Other
A Proxy-like stuff / Application Layer
A NAT
A Tunneling IPv4 over IPv6 (starting in 2015 ;-)

18
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| Static / configured tunnels (6in4) o-(®) ERNW |

O/ providing secur ity.
A RFC 3056, overall very similar to GRE
A Protocol type 41 (0x29)
AUsually dondt work across NAT

AKeep MTU (20 extra bytes neec

A Security discussion: as they have to be Q
configured manually you should know
what you do anyway ;-)
AAl ways be aware: thereos : sy c

19
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| 6t04 oc_f ERNW |

A 6to4 [RFC 3056] is a router-to-router, host-to-router and
router-to-host automatic tunneling technology.

A 6to4 tunneling interface treats the entire IPv4 Internet as a
single link layer. In this case the link layer encapsulation is
IPv4.

A Uses IP protocol 41
A A Usually does not work across NAT.
A Requires public IP address on hosts.

Ve

AOl dest & subsequently fimost v

20
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| 6to4 components °c'>, ERNW

IPv6 over IPv4
|

3

g%{/

6to4 Host/Router

6to4 Relay

|
IPv6 Traffic

6to4 Router

IPv6 Traffic — }\

-8
I h 6to4 Host
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| 6t04 components Oc_f ERNW |

A 6to4 host

A Native IPv6 host with at least one 6to4 address (global).
A Creates 6to4 address(es) using standard address autoconfiguration.
ADoes not have a 6to4 tunneling in

A 6to4 router

A Uses a 6to4 tunneling interface to forward 6to4 traffic between the 6to4
hosts within its network and other 6to4 routers across the IPv4 Internet.

A On Windows systems usually enabled once Internet Connection Sharing
(ICS) is configured.

A Sends router advertisements!

22
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| 6t04 components oc_f ERNW |

A 6to4 host/router

A Default behavior for Windows OS if public IP address available!
A At least for Windows Server 2008 R2, Vista, Win 7.

A Assigns itself address from 2002:WWXX:YYZZ::/64 type (+ route).
A Triestoresolve6t 04 . i pv6. microsoft.com tc
A Does not forward traffic for other (6to4) hosts.

A 6to4 relay

A IPv6/IPv4 router that forwards 6to4 traffic between 6to4 routers and 6to4
host/routers on the IPv4 internet and hosts on the IPv6 internet.

A Microsoft has deployed a 6to4 relay on the IPv4 Internet
A At DNS name 6to4.ipv6.microsoft.com.

23
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| Deactivating 6to4, Windows oc_>’ ERNW |

A netsh interface 6to4 set state disabled

24
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| ISATAP Overview 0(—)/ ERNW |

A Intra-Site Automatic Tunnel Addressing Protocol
A Specified in RFC 5214
A Address assignment and tunneling technology

A Allows unicast network communication between IPv6/IPv4
nodes over IPv4 Internet or backbone.

A Allows connections:
A router-to-router
A host-to-router
A host-to-host

25
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| ISATAP Components OC} ERNW

logical ISATAP subnet
IPv6 over IPv4

| 3

g.%/

ISATAP host

ISATAP router

|
native IPv6 traffic and routing

W

ISATAP host
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| ISATAP Address Format Oc_f ERNW |

A ISATAP has an own address format:
A [64-bit unicast prefix]:0:5EFE:w.x.y.z
A If w.x.y.z is a private IPv4 address
A [64-bit unicast prefix]:200:5EFE:w.X.y.z
A If w.x.y.z is a public IPv4 address
A Example: FE80::200:5EFE:157.59.137.133

27

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de



| ISATAP, Windows

>(#) ERNW
providing security.

unnel adapter isatap.{3IBEF3F2E-AA1Z2—4FDA—8E4C-"/2ABABD?D3D4%:

Connection—specific DMS Suffix
IPvb Address. . . . . . . . . .
Link—-local IPvbe Address . . . .

Default Gateway . . . . - e .

ernv.de

2001 :dbh8:1234:1234:-0:5efe:18.8.8_37
fef@A::Sefe-18.8.8.37+22
feBB::S5efe:18.8.8.5:2:22
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| ISATAP Support 0-@ ERNW

A Windows XP since Service Pack 2
A Windows Vista
A Windows 7
A Windows Server 2003
A Windows Server 2008
A Linux
A Since 2.6.25
A Cisco 10S
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| ISATAP Tunneling i Server 2003 and XP o- ERNW |
O/ providing security.

A The ISATAP tunneling interface is automatically created.

A The name of the interfaceisi Aut omati c Tunn
Pseudo-l nt er f acen.

A The interface index is typically set to 2.

30
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Windows Server 2008 /Vista;
| Server 2008 R2 /Windows 7 OC} ERNW |

A Without Service Pack

A The IPv6 protocol creates a separate ISATAP tunneling interface for
each LAN interface installed on the host that has a different DNS suffix.

A On the ISATAP tunneling interface the link-local address is automatically
configured with the corresponding IPv4 address of the LAN interface.

A With SP1 %
AThe | SATAP tunneling interfaces s
unl ess the name nl SATAPA can be

A Also the link-local ISATAP address is only configured if the name
nl SATAPRA can be resol ved.

A The behavior in W7/W7-SP1 is the same as in Vista with SP1.

31

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de



IResol ving the nameoc—)/ ERNW T

AFor resolving the name #Al SAT!/
TCP/IP host name resolution techniques are used.

A If resolving the hostname is successful, the host unicasts
an IPv4-encapsulated router solicitation message to the
ISATAP router at the resolved address.

A The router responds with an IPv4-encap-
sulated unicast router advert. message.

A The message contains prefixes to use for
autoconfiguration of additional ISATAP addresses.

32

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de



| What does this mean security-wise? Oc_f ERNW |

Afil njectingd the name @Al SATAPC
redirection.

A [NISTSP800-119] therefore recommends

ARThus, even if an organization ha
useful to have a static DNS entry for isatap.company.com pointing to the
| oopback address 127.0.0.1, thus

AStill, if you dondt need | SAT
an enterprise environment), disabling ISATAP at all might
be a better 1 deaé

33
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| Handling ISATAP, Windows Oc_f ERNW |

A Deactivation on an individual system:
A netsh interface Isatap  set state disabled

A Remove name isatap from DNS query blocklist on server:

A dnscmd / config  / globalqueryblocklist [ wpad]
A dnscmd /info / globalqueryblocklist
A See also:

A http://itechnet.microsoft.com/en-us/library/cc772069(WS.10).aspx

34
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| Teredo Overview 0(—)/ EBNW |

A Specified in RFC 4380

A Similar to the functions of 6to4.
A BUT: does not use IP Prot 41. Teredo uses UDP encapsulation.

A Subject of heavy debates after MS
enabled Teredo in Vista.

A http://ww.symantec.com/avcenter/reference/Teredo Security.pdf

Work done by the teredo worm

35
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http://www.symantec.com/avcenter/reference/Teredo_Security.pdf

| Teredo Overview 0(—)/ EBNW |

A With a huge difference: Teredo can build up tunnels out of
networks which are using NAT.

A Teredo was designed as interim solution and is supposed
to disappear after migration.

A Allows connections:
A host-to-router
A host-to-host

36
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| Teredo Address Format O& ERNW

A RFC 4380 defines the prefix 2001::/32

A Until 2006 the address format 3ffe:831f::/32 was used by
Windows XP und Server 2003.

37
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| Teredo T Initial Setup

NAT entry:
B <=> Teredo

>(#) ERNW
providing security.

$ Bubble Packet

NAT entry:
A <=> Teredo

$ Bubble Packet

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de

teredo.ipv6.microsoft.com
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| Teredo i NAT Traversal oc_>’ ERNW

NAT entry:
B <=>Teredo, B<=>A q\vard Bubble

— Q
Q o]
X e
&) > . .
s oa) teredo. ipv6.microsoft.com
O 2
- ©
2]l =
>
al] g
NAT entry:
A <=> Teredo
A<=>B
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| Teredo Support

A Windows XP since Service Pack 2
A Windows Vista
A Windows Server 2003
A Windows Server 2008
A Linux

A Miredo
A FreeBSD

A ng_teredo
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| Teredo, Windows default behavior Oc_f ERNW

A Client checks if it belongs to an AD domain
A If yes, Teredo is disabled
A If not, Teredo is enabled

A If no local firewall is enabled, Teredo is disabled

A When enabled two Teredo states possible
A Dormant
A Qualified
A Client tries to reach Teredo server every 30 seconds

A Teredo goes to qualified state in case an application needs Teredo
A A number of BitTorrent clients is able to use IPv6/Teredo. ! MS Meeting Space!

A The current Teredo State can be viewed with netsh
A netsh interface teredo show state [slightly different approach on next slide]

41
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| This happens more often than you think ;-)

v I v v Dy D Dy Dy Dy D D D

G:\ >netsh int ipv6 sh ter
Teredo Parameters

Type . client

Server Name . teredo.ipv6.microsoft.com.

Client Refresh Interval : 30 seconds

Client Port . unspecified

State . qualified

Client Type . teredo client

Network . unmanaged

NAT . restricted

NAT Special Behaviour : UPNP: No, PortPreserving: Yes
Local Mapping : 192.168.48.120:56328

External NAT Mapping :213.61.186.250:56328

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de
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providing security.

S
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| Teredo, Security Discussion Oc_f ERNW |

A Teredo can drill holes in firewalls and provide unwanted

connectivity/reachability of clients. é\f Y

A All controls to address the latent threat come into play.
A Disable if not needed (by DisabledComponents reg key).

A Systems belonging to AD domain have Teredo disabled by default
A still, can be enabled by application installation. Be aware of this! 5

A By default, Teredo uses UDP port 3544
A As a last resort blocking this port on SOHO devices might be an idea.
A Obviously only allowing desired communication would be better ;-)
A Port can be modified by user or application.

43

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de



| Some statistics °c‘>, ERNW

P st pvsamd vsrons

€ C L) www.vyncke.org

I[_,i;'n,u (Fedora) [0.6 IPv6 connectivity
Windows Server 2[0.2 |
iPad 0.1

|Comnectivity | % of IPv6-able

o — [Native [25.1
o = | [Teredo 482
e 1}tm¢h'=} 0.1 }f;jmf :};-S:
Android |E-i [Free & 6.9
FreeBSD ﬂ.l

Windows 2000 |0
P——— P
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| Small tunneling security checklist Oc_f ERNW |

A 6to4 clients might become active once they have a global
address (e.g. via dial-in).
A6t od4d candt work across NAT ar

A ISATAP clients might become active

oncet hey can resol ve DNS\\}n
Al SATAP canét work across

w |

ATeredo mostly becomes active
A Teredo can work across NAT & needs $SOME_UDP_PORT.

45

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de



' ~(®) ERNW |
d providing security.

Some challenges
waiting for you.

Planning for ifulll P v 6




| Addressing & its sec implications 0(—)/ ERNW |

A (Main) Variants as for the generation of the host part

A EUI-64
A Privacy extensions

A Main types of addresses
A Link-local (unicast) :I\W
A Global unicast J\@@
A Unique local (unicast) &//
A Multicast l/

47
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| EUI-64 address, based on IEEE 802 o ERNW

IEEE administered vendor part

24 bits

d providing security.

Sequential no. of vendor

24 bits

>
al

»
>

A

A 4

CCCCCCug ccccecececce ccececececece

XXXXXXXX XXXXXXXX XXXXXXXX

CCCCCCug cccecececece ccececececce

11111111

11111110

XXXXXXXX XXXXXXXX XXXXXXXX

24 bits

A

A 4

OxFF

OxFE

64 bits

24 bits

A

A 4

A
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| Privacy Extensions Oc_f ERNW |

A Potential approaches for more privacy
A Using DHCPV6 (?)
A Changing MAC address over time
A Using Privacy Extensions

-

A Privacy Extensions
A Specified in RFC 4941
AMi ght provide fAanonymit
A Using randomly generated6 6 | nt er f ac e

A Might only be valid for a specific time-interval
A i.e. for each initiation of a new communication

49
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| Privacy extensions, Sec Discussion  o-(®) ERNW |
d providing security.

A Might heavily impact traceability or forensics.

A Windows default behavior can be
changed via

A netsh interface ipv6 set global randomizeidentifiers =disabled
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| Unique Local Addresses (ULA) Oc_f ERNW |

A ULA is divided into two groups, identified by the prefixes

A fc00::/8
, . . I‘K
A Can be centrally assigned by some sort of registrar (router) (‘r*..-\\
A One gets FCXXIXXXXIXXXX:YYVYY.Z2222:22272.2222:227Z /J
-—_

A £d00::/8
A Not assigned by central authority/entity 2 " Q
A(APseudof) Randomly gener'(g'd nun
A One gets FDXX:XXXX:XXXX:YYYY:ZZ27:2222:2722:2777 =
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| ULA, Security Discussion Oc_f ERNW |

A ULA widely regarded as successor to RFC 1918 addresses
A Will potentially be used (mostly) the same way

A RFC 4193, section 4.1 Routing clearly states:

AThe default behavior of exterior rout
between administrative routing regions must be to ignore
receil pt of and not advertise prefixes

AStill itoés a bit unclear tode

A Advice: filter (or better: null-route) FC00::/7 on borders.
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| A word on NAT in IPv6 Oc_f ERNW |

A Initially NAT was unwanted.
A End-to-end principle! one of the main architecture goals of IPv6.

A But: many people like NAT for security reasons. Q
A Heavy debates within IPv6 community.

AProblem: th
and weol | (

® O

ereds still No St e
hopefully) not see

A
A IETF BEHAVE wg, http://datatracker.ietf.org/wg/behave

AYes, wedre aware that just recent
range) were publishedé we-)just dc
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| Some words in link-local addresses o ERNW |
d providing security.

A Might have huge security benefits in some cases
A Cannot be routed.
A Can not!

A Think about isolating certain boxes by just giving
them a LL address.

A Still too early to really

understand use cases.

54

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de



