
IPv6 Security in  

Enterprise LANs 

Enno Rey & 

Christopher Werny  

{erey,cwerny}@ernw.de  



Who we are 

ÁOld-school network security guys from 

ÁGermany based ERNW GmbH 

ÁIndependent 

ÁDeep technical knowledge 

ÁStructured (assessment) approach 

ÁBusiness reasonable recommendations 

ÁWe understand corporate 

ÁBlog: www.insinuator.net  

ÁConference: www.troopers.de 
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Some unordered preliminary notes 

ÁThis talk assumes you already have some knowledge as 

for the way IPv6 works. 

ÁUnfortunately, we wonót have the time to give introductory explanations. 

ÁAll discussions of $TECH will happen from a security point of view. 

 

ÁThis talk has an ñenterprise perspectiveñ. 

ÁAs opposed to a ñconsumer perspectiveñ.  

Or the one of a smartphone, 

a car, a smart meter or a fridge... 

ÁLarge organizations might have very different needs wrt IPv6. 

 

ÁLast but not least, for the record: whenever we use terms 

like ñsysadminñ or ñsecurity practitionerñ etc., these may 

designate female persons or male ones. 
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Agenda 

 

ÁRight now: the big illusion. 

ÁñWe do not yet use IPv6.ñ   

 

 

ÁVery soon: some challenges  

waiting for you. 

ÁPlanning for ñfull IPv6ñ. 

 

 

ÁAnd then: life doesnót get easier ;-) 

ÁMore security challenges... 
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IPv6 basic security assumptions 

ÁñThe local network is trustworthy.ò 

ÁHa Ha! 

ÁAnd: whatôs ñlocalò anyway? 

 

ÁñIf there are threats, we can address them with crypto.ò 

ÁEver heard of ñoperational overheadò (caused by crypto)? 

 

ÁñEverybody will use IPsec (thatôs why weôve built it in).ò 

ÁWell, IPsec is a success story in itself, isnôt it? ;-) 

ÁUnfortunately this has lead to a number of debatable protocol decisions. 

ÁOSPFv3 without MD5 (or SHA-x for that matter) is é crazyé 
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Strong misconception as for IPv6 

 

ñIPv6 is a well-defined  

set of completed standards.ò 

 

ÁItôs not! 

ÁStill big debates as for major fundamental elements. 

ÁLots of RFCs, both ñstandard trackò and informational, 

and IETF drafts floating around. 

ÁVendors may implement fundamental stuff quite differently 

ÁE.g. how to get host part of address. 
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The big illusion (ñWe donót use IPv6ñ) 

ÁO rly? Connection-specific DNS Suffix  . : c.hospitality.swisscom.com 

   Link-local IPv6 Address . . . . . : fe80::f1e7:4925:ba11:4bec%10 

   IPv4 Address. . . . . . . . . . . : 192.168.48.120 

   Subnet Mask . . . . . . . . . . . : 255.255.252.0 

   Default Gateway . . . . . . . . . : 192.168.48.1 

 Connection-specific DNS Suffix  . : 

   Link-local IPv6 Address . . . . . : fe80::ac3f:4615:1db2:2988%17 

   IPv4 Address. . . . . . . . . . . : 2.204.240.146 

   Subnet Mask . . . . . . . . . . . : 255.255.255.252 

   Default Gateway . . . . . . . . . : 2.204.240.145 

 

Tunnel adapter 6TO4 Adapter: 

 

   Connection-specific DNS Suffix  . : 

   IPv6 Address. . .  . . : 2002:2cc:f092::2cc:f092 

   Default Gateway . . : 2002:c058:6301::c058:6301 

tracert -6 ipv6.google.com 

 

Tracing route to ipv6.l.google.com [2a00:1450:8004::93] 

over a maximum of 30 hops: 

 

  1    52 ms    69 ms    59 ms  2002:c058:6301::1 

  2    72 ms    59 ms    49 ms  gige-g2-6.core1.fra1.he.net 

[2001:470:0:150::1] 

  3    56 ms    69 ms    59 ms  de-cix10.net.google.com 

[2001:7f8::3b41:0:1] 
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The big illusion Ƅ Whatós behind this? 

ÁTransition technologies present in all current $WIN_OS. 

 

ÁSomehow implement ñtheir own approach of dual-stackñ. 

 

ÁImplications not fully understood in many environments. 

 

ÁThey may be responsible for a large part of ñthe latent 

threatñ. 
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Dual-Stack & 

Tunnel/Transition 

Technologies 



Dual-Stack Mode 

ÁDual-stack mode (sometimes: DSM) just means: a node 

has both IPv4 and IPv6 ñpresentò. 

ÁWhere ñpresentò might mean: 

ÁIPv4 enabled and IPv6 ñdormantò 

ÁIPv4 enabled and IPv6 ñactive on local-linkò 

ÁIPv4 enabled and IPv6 fully active in parallel.  

Both are used for ñrespective communicationò. 

 

ÁOften DSM can be found together 

with tunnel technologiesé 

 

ÁDSM might be susceptible to 

ñthe latent threatò. 
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The latent threat 

ÁTerm designates all types of threats that arise of DSM, in 

particular if sysadmins (or ISOs) donôt even know that IPv6 

is somehow present. 

ÁAll Windows OS since Win Vista have IPv6 enabled by defaulté 

 

ÁIt might happen that IPv6 gets ñactiveò by receiving a RA. 

ÁE.g. when client connects to hotspot with Wifi device emitting RAs. 

 

ÁIPv6 packets might (then) not get treated with ñthe same 

security scrutinyò as IPv4 packets. 

ÁE.g. (disabled) split tunneling of Cisco VPN client only applies to IPv4. 
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The 30 sec version: 

How to address the latent threat  

ÁAlways assume that IPv6 is present on boxes. 

 

 

 

ÁControl its behavior by 

ÁEither providing full-blown, well-defined IPv6 connectivity for all hosts. 

ÁUnrealistic in the short term. 

ÁOr disabling explicitly IPv6 (or parts of it, like tunnel techs) on all 

managed hosts. 

ÁIn Windows world this usually can be done by one registry key (Ą doable w/ GPOs). 

ÁTry to monitor if application installation magically enables IPv6 (or parts). 

ÁE.g. MS Meeting Space & its successors. 
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DisabledComponents RegKey 
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Can be done by (3rd party) GPO as well 
[http://www.expta.com/2009/02/how-to-configure-ipv6-using-group.html] 
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Be aware 

ÁMicrosoft strongly recommends against disabling IPv6 and 

somehow threatens ñyouôll lose support if you do soò. 

ÁPersonally I see no reason to disable at least some tunneling prots. 

And Iôve not experienced any problems with this, so far. 

ÁMost cautious approach: deactivate tunnel interf. with netsh commands. 

 

 

 

ÁSee also: 
Á http://blogs.technet.com/b/netro/archive/2010/11/24/arguments-against-disabling-ipv6.aspx  

 

ÁFunnily enoughé 

ÁWindows Update does not work over IPv6 as of April 2011. 
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A further note on dual-stack hosts 

ÁWhen both active, usually IPv6 is preferred over IPv4. 

ÁTypical behavior goes like 

 

ÁDual-stack host performs DNS request for www.example.com  

ÁDNS reply might contain A and AAAA records 

ÁIf AAAA record was provided client takes IPv6 

 

 

 

 

ÁBut the behavior might heavily depend on the application 

Áé with all the consequences this has, e.g. for troubleshootingé 
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Tunnels & Transition Tools, Variants 

ÁStatic / configured tunnels 

ÁSee also RFC 4213 

 

ÁAutomatic Tunnels 

Á6to4 

ÁISATAP 

ÁTeredo 

 

ÁOther  

ÁProxy-like stuff / Application Layer 

ÁNAT 

ÁTunneling IPv4 over IPv6 (starting in 2015 ;-) 
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Static / configured tunnels (6in4) 

ÁRFC 3056, overall very similar to GRE 

 

ÁProtocol type 41 (0x29) 

 

ÁUsually donôt work across NAT 

ÁKeep MTU (20 extra bytes needed) in mindé 

 

ÁSecurity discussion: as they have to be  

configured manually you should know  

what you do anyway ;-) 

ÁAlways be aware: thereôs no more NAT (around)é 
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6to4 

Á6to4 [RFC 3056] is a router-to-router, host-to-router and 

router-to-host automatic tunneling technology. 

Á6to4 tunneling interface treats the entire IPv4 Internet as a 

single link layer. In this case the link layer encapsulation is 

IPv4. 

 

ÁUses IP protocol 41 

ÁĄ Usually does not work across NAT. 

ÁRequires public IP address on hosts. 

 

ÁOldest & subsequently ñmost widely deployedñ tech. 
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6to4 components 

6to4 Router 

6to4 Host 

IPv6 Traffic 

IPv6 over IPv4 

IPv4 Internet 

6to4 Host/Router 

IPv6 Internet 

6to4 Relay 

IPv6 Traffic 
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6to4 components 

Á6to4 host 

ÁNative IPv6 host with at least one 6to4 address (global). 

ÁCreates 6to4 address(es) using standard address autoconfiguration. 

ÁDoes not have a 6to4 tunneling interface and doesnót perform tunneling. 

 

 

 

Á6to4 router 

ÁUses a 6to4 tunneling interface to forward 6to4 traffic between the 6to4 

hosts within its network and other 6to4 routers across the IPv4 Internet. 

ÁOn Windows systems usually enabled once Internet Connection Sharing 

(ICS) is configured. 

ÁSends router advertisements! 
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6to4 components 

Á6to4 host/router 

ÁDefault behavior for Windows OS if public IP address available! 

ÁAt least for Windows Server 2008 R2, Vista, Win 7. 

ÁAssigns itself address from 2002:WWXX:YYZZ::/64 type (+ route). 

ÁTries to resolve 6to4.ipv6.microsoft.com to get ñnearest relayñ. 

ÁDoes not forward traffic for other (6to4) hosts. 

 

 

Á6to4 relay 

ÁIPv6/IPv4 router that forwards 6to4 traffic between 6to4 routers and 6to4 

host/routers on the IPv4 internet and hosts on the IPv6 internet. 

ÁMicrosoft has deployed a 6to4 relay on the IPv4 Internet 

ÁAt DNS name 6to4.ipv6.microsoft.com. 

 

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de    

23 



Deactivating 6to4, Windows 

 

Ánetsh  interface 6to4 set state disabled  
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ISATAP Overview 

ÁIntra-Site Automatic Tunnel Addressing Protocol 

ÁSpecified in RFC 5214 

ÁAddress assignment and tunneling technology 

ÁAllows unicast network communication between IPv6/IPv4 

nodes over IPv4 Internet or backbone. 

ÁAllows connections: 

Árouter-to-router 

Áhost-to-router 

Áhost-to-host 
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ISATAP Components 

ISATAP host 

logical ISATAP subnet 

IPv6 over IPv4 

IPv4 Internet 

ISATAP host 

IPv6 Internet 

ISATAP router 

native IPv6 traffic and routing 
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ISATAP Address Format 

ÁISATAP has an own address format: 

Á[64-bit unicast prefix]:0:5EFE:w.x.y.z 

ÁIf w.x.y.z is a private IPv4 address 

Á[64-bit unicast prefix]:200:5EFE:w.x.y.z 

ÁIf w.x.y.z is a public IPv4 address 

ÁExample: FE80::200:5EFE:157.59.137.133 
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ISATAP, Windows 
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ISATAP Support 

ÁWindows XP since Service Pack 2 

ÁWindows Vista 

ÁWindows 7 

ÁWindows Server 2003 

ÁWindows Server 2008 

ÁLinux 

ÁSince 2.6.25 

ÁCisco IOS 
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ISATAP Tunneling ï Server 2003 and XP 

ÁThe ISATAP tunneling interface is automatically created. 

 

 

 

 

 

 

ÁThe name of the interface is ñAutomatic Tunneling 

Pseudo-Interfaceñ. 

ÁThe interface index is typically set to 2. 
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Windows Server 2008 /Vista;  

Server 2008 R2 /Windows 7 

ÁWithout Service Pack 

ÁThe IPv6 protocol creates a separate ISATAP tunneling interface for 

each LAN interface installed on the host that has a different DNS suffix. 

ÁOn the ISATAP tunneling interface the link-local address is automatically 

configured with the corresponding IPv4 address of the LAN interface. 

 

 

ÁWith SP1 

ÁThe ISATAP tunneling interfaces are installed as ñmedia disconnectedñ 

unless the name ñISATAPñ can be resolved. 

ÁAlso the link-local ISATAP address is only configured if the name 

ñISATAPñ can be resolved. 

ÁThe behavior in W7/W7-SP1 is the same as in Vista with SP1. 
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Resolving the name ñISATAPñ 

ÁFor resolving the name ñISATAPñ standard Windows 

TCP/IP host name resolution techniques are used. 

 

ÁIf resolving the hostname is successful, the host unicasts 

an IPv4-encapsulated router solicitation message to the 

ISATAP router at the resolved address. 

 

ÁThe router responds with an IPv4-encap- 

sulated unicast router advert. message. 

ÁThe message contains prefixes to use for 

autoconfiguration of additional ISATAP addresses. 
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What does this mean security-wise? 

ÁñInjectingò the name ñISATAPò might allow for traffic 

redirection. 

 

 

Á[NISTSP800-119] therefore recommends 

ÁñThus, even if an organization has not enabled ISATAP it might be 

useful to have a static DNS entry for isatap.company.com pointing to the 

loopback address 127.0.0.1, thus disabling ISATAP.ò 

 

ÁStill, if you donôt need ISATAP (which is very probable for 

an enterprise environment), disabling ISATAP at all might 

be a better ideaé 
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Handling ISATAP, Windows 

ÁDeactivation on an individual system: 
Ánetsh  interface isatap  set state disabled  

 

 

 

 

ÁRemove name isatap from DNS query blocklist on server: 
Ádnscmd / config  / globalqueryblocklist  [ wpad]  

Ádnscmd /info  / globalqueryblocklist  

ÁSee also: 

Áhttp://technet.microsoft.com/en-us/library/cc772069(WS.10).aspx  
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Teredo Overview 

ÁSpecified in RFC 4380 

ÁSimilar to the functions of 6to4. 

ÁBUT: does not use IP Prot 41. Teredo uses UDP encapsulation. 

 

ÁSubject of heavy debates after MS  

enabled Teredo in Vista. 
Á http://www.symantec.com/avcenter/reference/Teredo_Security.pdf 

Work done by the teredo worm 
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Teredo Overview 

ÁWith a huge difference: Teredo can build up tunnels out of 

networks which are using NAT. 

 

ÁTeredo was designed as interim solution and is supposed 

to disappear after migration. 

ÁAllows connections: 

Áhost-to-router 

Áhost-to-host 
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Teredo Address Format 

ÁRFC 4380 defines the prefix 2001::/32 

 

ÁUntil 2006 the address format 3ffe:831f::/32 was used by 

Windows XP und Server 2003. 
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Teredo ï Initial Setup 

teredo.ipv6.microsoft.com 

Peer A 

Peer B 

Bubble Packet 

NAT entry: 

B <=> Teredo 

B
u
b
b
le

 P
a

c
k
e

t 

NAT entry: 

A <=> Teredo 

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de    

38 



Teredo ï NAT Traversal 

teredo. ipv6.microsoft.com 

Peer A 

Peer B 

NAT entry: 

B <=> Teredo 

B
u
b
b
le

 P
a

c
k
e

t 

NAT entry: 

A <=> Teredo 

A <=> B 
F

o
rw

a
rd

 B
u

b
b

le
 

Forward Bubble 
, B <=> A 
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Teredo Support 

ÁWindows XP since Service Pack 2 

ÁWindows Vista 

ÁWindows Server 2003 

ÁWindows Server 2008 

ÁLinux 

ÁMiredo 

ÁFreeBSD 

Áng_teredo 
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Teredo, Windows default behavior  

ÁClient checks if it belongs to an AD domain 

Á If yes, Teredo is disabled 

Á If not, Teredo is enabled 

Á If no local firewall is enabled, Teredo is disabled 

 

ÁWhen enabled two Teredo states possible 

ÁDormant 

ÁQualified 

ÁClient tries to reach Teredo server every 30 seconds 

ÁTeredo goes to qualified state in case an application needs Teredo 
ÁA number of BitTorrent clients is able to use IPv6/Teredo. ! MS Meeting Space! 

 

ÁThe current Teredo State can be viewed with netsh 

Ánetsh interface teredo show state    [slightly different approach on next slide] 

 

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de    

41 



This happens more often than you think ;-) 

Á G: \ >netsh int ipv6 sh ter  

Á Teredo Parameters  

Á ---------------------------------------------  

Á Type                    : client  

Á Server Name             : teredo.ipv6.microsoft.com.  

Á Client Refresh Interval : 30 seconds  

Á Client Port             : unspecified  

Á State                   : qualified  

Á Client Type             : teredo client  

Á Network                 : unmanaged  

Á NAT                     : restricted  

Á NAT Special Behaviour   : UPNP: No, PortPreserving: Yes  

Á Local Mapping           : 192.168.48.120:56328  

Á External NAT Mapping    : 213.61.186.250:56328  
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Teredo, Security Discussion 

ÁTeredo can drill holes in firewalls and provide unwanted 

connectivity/reachability of clients. 

 

ÁAll controls to address the latent threat come into play. 

ÁDisable if not needed (by DisabledComponents reg key). 

ÁSystems belonging to AD domain have Teredo disabled by default 

ÁStill, can be enabled by application installation. Be aware of this! 

 

ÁBy default, Teredo uses UDP port 3544 

ÁAs a last resort blocking this port on SOHO devices might be an idea. 

ÁObviously only allowing desired communication would be better ;-) 

ÁPort can be modified by user or application. 

 

 

 

 

 

 

© ERNW | Breslauer Str. 28 | GmbH D-69124 Heidelberg | www.ernw.de    

43 



Some statistics 
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Small tunneling security checklist 

Á6to4 clients might become active once they have a global 

address (e.g. via dial-in). 

Á6to4 canót work across NAT and needs IP procotol 41. 

 

 

ÁISATAP clients might become active  

once they can resolve DNS name ñISATAPñ. 

ÁISATAP canót work across NAT and needs IP procotol 41. 

 

ÁTeredo mostly becomes active by ñapplication needsñ. 

ÁTeredo can work across NAT & needs $SOME_UDP_PORT. 
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Some challenges 

waiting for you. 

 Planning for ñfull IPv6ñ. 



Addressing & its sec implications 

 

Á(Main) Variants as for the generation of the host part 

ÁEUI-64 

ÁPrivacy extensions 

 

ÁMain types of addresses 

ÁLink-local (unicast) 

ÁGlobal unicast 

ÁUnique local (unicast) 

ÁMulticast 
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EUI-64 address, based on IEEE 802 

ccccccug cccccccc cccccccc 

24 bits 24 bits 

xxxxxxxx xxxxxxxx xxxxxxxx 

ccccccug cccccccc cccccccc  

24 bits 24 bits 

xxxxxxxx xxxxxxxx xxxxxxxx 11111111 11111110 

0xFF 0xFE 

IEEE administered vendor part Sequential no. of vendor 

64 bits 
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Privacy Extensions 

ÁPotential approaches for more privacy 

ÁUsing DHCPv6 (?) 

ÁChanging MAC address over time 

ÁUsing Privacy Extensions 

 

ÁPrivacy Extensions 

ÁSpecified in RFC 4941 

ÁMight provide ñanonymityñ similar to IPv4 

ÁUsing randomly generated óóInterface Identifierñ  

ÁMight only be valid for a specific time-interval 

Ái.e. for each initiation of a new communication 
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Privacy extensions, Sec Discussion  

ÁMight heavily impact traceability or forensics. 

 

 

 

 

ÁWindows default behavior can be 

changed via 
Á netsh  interface ipv6 set global randomizeidentifiers =disabled   
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Unique Local Addresses (ULA) 

ÁULA is divided into two groups, identified by the prefixes 

 

Áfc00::/8 

ÁCan be centrally assigned by some sort of registrar (router) 

ÁOne gets FCxx:xxxx:xxxx:yyyy:zzzz:zzzz:zzzz:zzzz 

 

Áfd00::/8 

ÁNot assigned by central authority/entity 

Á(ñPseudoñ) Randomly generated number 

ÁOne gets FDxx:xxxx:xxxx:yyyy:zzzz:zzzz:zzzz:zzzz 
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ULA, Security Discussion 

ÁULA widely regarded as successor to RFC 1918 addresses 

ÁWill potentially be used (mostly) the same way 

 

ÁRFC 4193, section 4.1 Routing clearly states: 

 ñThe default behavior of exterior routing protocol sessions 

between administrative routing regions must be to ignore 

receipt of and not advertise prefixes in the FC00::/7 block.ò 

 

ÁStill itôs a bit unclear today what will happen exactlyé 

 

ÁAdvice: filter (or better: null-route) FC00::/7 on borders. 
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A word on NAT in IPv6 

ÁInitially NAT was unwanted. 

ÁEnd-to-end principle! one of the main architecture goals of IPv6. 

 

ÁBut: many people like NAT for security reasons. 

ÁHeavy debates within IPv6  community. 

 

ÁProblem: thereôs still no standardized NAT approaché 

and weôll (hopefully) not see any sooné 

Á  

ÁIETF BEHAVE wg, http://datatracker.ietf.org/wg/behave  

ÁYes, weôre aware that just recently some RFCs (in the 6144 to 6156 

range) were publishedé we just donôt ñbelieve in themò ;-) 
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Some words in link-local addresses 

ÁMight have huge security benefits in some cases 

ÁCannot be routed. 

ÁCan not! 

 

 

ÁThink about isolating certain boxes by just giving  

them a LL address. 

 

ÁStill too early to really  

understand use cases. 
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