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Problem Statement

To lose controls over one„s own data is the primal fear 

of the digital age.

Organizations and individuals want to prevent leakage 

of

– Trade secrets (“the Coca Cola formula“)

– Marketing plans / financial data

– Data that is regulated by laws (e.g. HR data)

– Data to be protected for some flavor of “compliance“ 

(credit card nos.)

– Embarrassing stuff (your private poems from adolescence 

;-)



Case Studies
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Johnson & Dynes:

Inadvertent Leakage

They examined data that was published 

by accident to a P2P Network. This data 

is still available ;-)



Definition of Key Concepts



DLP term

Data Loss Prevention

Data Leakage Prevention

Extrusion Prevention

Content Monitoring and Filtering

Data Loss Protection

…



DLP definitions

Referring to Rich Mogull, DLP suites are

products that,

based on central policies,

identify, 

monitor, 

and protect 

data at rest, 

in motion, 

and in use, 

through deep content analysis.



Leakage

Using the case studies, the following definition 

explains the term leakage in more detail

Data Leakage is – from the owner's 

point of view – unintentional loss of 

confidentiality for any kind of data



Evaluating DLP Suites



How to evaluate a DLP suite?

“Find weaknesses in DLP [suites]”

But: What are weaknesses in terms of DLP?

– Buffer overflows in endpoint agents?

– SQL Injections in the Webinterface?

– Format string attacks on parsers?



Three main questions

Is accidental leakage still 

possible?

Is it possible to subvert the 

solution?

Are there any design flaws?



DLP Test Cases



Test cases – Identify

Are all methods to match data properly working?

– RegEx

– (Cyclic) Hashing

– …

Are all file extensions handled properly?

Are unknown data structures handled properly?

Is encrypted data handled properly?



Test cases – Monitoring

Are all removable devices (USB, floppy 

disc, CD) monitored properly?

Are all file systems monitored properly, 

including all special functionalities?

Are all network protocols (Layer 2/3/4) 

handled properly?

Are all intercepting network devices 

monitored properly?

Is there a possibility to decrypt files using 

an enterprise encryption system?



Test cases – Reacting

Is sensitive data blocked?

Are all incidents reported properly?

Are there reaction or blocking rules? Allow 

reaction rules race conditions?

Is there a firewall/proxy integration to block 

network connections?



Test cases – Design

Is all sensitive traffic encrypted?

Can vulnerabilities be easily found using simple 

vulnerability assessment methods?

Are all access rights set properly?



Evaluation



Evaluated Solutions

Focus on removable storage media

McAfee Host Data Loss Prevention

– Formerly Reconnex

– Quite new product

– Integrates perfectly in AV/ePO 

landscape

Websense Data Security Suite

– One of the market leading products

– Stand alone product



Result overview
Test McAfee Websense

Textfile/Basic recognition

Filename

PDF

Word/Excel embedment

Compression

Unknown MIME Type

Metadata

NTFS Alternate Data Stream

Third Party Filesystems

Multiple partitions

Secure reaction

Encryption

Fuzzing

Huge files



Test of basic functionality



Results: MIME type



Results: Metadata



McAfee: Filename



McAfee: Multiple partitions



McAfee: Secure reaction



McAfee: Secure reaction



Websense: Reporting



Evaluation summary

Test McAfee Websense

Textfile/Basic recognition

Filename

PDF

Word/Excel embedment

Compression

Unknown MIME Type

Metadata

NTFS Alternate Data Stream

Third Party Filesystems

Multiple partitions

Secure reaction

Encryption

Fuzzing

Huge files



Further work

Evaluation of more DLP solutions

Evaluation in depth: Network & discovery 

functionality

Vulnerability assessment

– It‟s very likely that there are some ;-)

Creation of a DLP checklist

– Questions to ask your DLP vendor



Summary

Both evaluated solutions contained vulnerabilities

– It‟s all about risk

– Vendors did not react for a very long time

Deployment will very likely cause lots of problems in 

most environments

– Missing information classification

– Missing awareness of employees

– Missing infrastructure to apply such a huge solution in a 

safe way



Questions!



Thank you for your attention!


